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Foreword

In 1987, the New York State Governmental Accountability, Audit, and Internal Control Act was adopted. The Act requires that all State agencies, including the State University, improve accountability and efficiency in the workplace through a formal program of internal controls. Under the provisions of the Act, System Administration is required to make available to all employees a statement of generally applicable management policies and standards.

Internal controls should be viewed as an integral part of each system that management uses to regulate and guide its operations.  In this sense, internal controls are management controls.  Good internal controls are essential to achieving the proper conduct of university business with full accountability for the resources made available.  They also facilitate the achievement of management objectives by serving as checks and balances against undesired actions.  By preventing negative consequences from occurring, internal controls help achieve the positive aims of program managers. 

SUNY System Administration and each of its State-operated/funded campuses must take the following actions toward implementing the Internal Control Act:

1. Establish and maintain guidelines for a system of internal controls. 
2. Establish and maintain a system of internal controls and a program of internal control review which is designed to identify internal control weaknesses and identify actions that are needed to correct these weaknesses. 

3. Make available to each employee a clear and concise statement of System/campus generally applicable management policies and standards with which each employee will be expected to comply.
4. Designate an internal control officer at both System and campus levels to implement and review System/campus internal control programs. 

5. Implement education and training efforts to ensure employee awareness and understanding of internal control standards and evaluation techniques. 

6. Periodically evaluate the need for an internal audit function. (Note:  System has reaffirmed its need for the continuation of the internal audit function on behalf of the State University system as a whole and all of its campuses.)
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SECTION I

GENERALLY APPLICABLE INTERNAL CONTROL BACKGROUND INFORMATION, CONCEPTS, AND PRINCIPLES

Scope of SUNY’s Internal Control Program

The State University’s Internal Control Program encompasses the internal control programs of the State-operated colleges. The Research Foundation of the State University of New York, the Auxiliary Service Corporations, the campus-related foundations, the student government organizations, and the community colleges are not included within the scope of the University’s Program in response to Chapter 814 of the Laws of 1987. 

Matters such as statutory development or interpretation, determination of program needs, resource allocation, rulemaking, or other discretionary policy-making activities are not normally included within the scope of an internal control program.   The internal control evaluation and improvement authorized by the policy-level body or official having authority to do so focuses on the steps involved in the operation of the program.  Internal control would include, for example, among others, an evaluation that criteria for the operation of the program are followed; that there is reasonable assurance that obligations and costs comply with applicable law; funds, property, and the assets are safeguarded; and that revenues, expenditures, and other key data are properly recorded. 

Objectives of SUNY’s Internal Control Program

· Successful achievement of System/campus mission, objectives, and goals.

· Operational effectiveness, efficiency, and economy.
· Compliance with laws, regulations, policies, procedures, and guidelines.
· Safeguarding assets by:
· preventing or minimizing waste, loss, or unauthorized use of assets;
· preventing misappropriation of funds;
· maintaining a complete inventory of equipment items and verifying the accuracy of the inventory by regular periodic physical inventories;
· Accurate recording, preservation, and reporting of financial and other key data.
Internal Control: Some Definitions
1.
Internal controls encompass the plan of organization and all of the coordinated methods and measures adopted within an organization to meet its mission, promote performance leading to the effective accomplishment of objectives and goals, safeguard its assets, check the accuracy and reliability of its accounting data, promote operational efficiency, and encourage adherence to prescribed managerial policies and practices. Internal controls include the ongoing evaluation of the control and non-cost-effective controls.  Internal controls encompass internal administrative controls, internal program controls, and internal accounting controls. 

2. Internal administrative controls are the plan of organization and procedures and records that encourage adherence to policies to promote efficiency in the daily operation and management of the University.   Elements of administrative controls include, but are not limited to:

a. administrative manuals;
b. organizational charts and decision-making hierarchies;
c. formal statements and policies governing hiring practices, and 

d. formal job descriptions and evaluation standards.

3. Internal program controls are the plan of organization and the procedures and records that are concerned with accomplishing organizational objectives and goals, including instructional, research, and student programs and services, in an efficient and effective manner.  Elements of program controls include, but are not limited to:

a. mission statements;
b. program definitions and related budget materials; 

c. programmatic and administrative goals, and 

d. operational objectives which define what is to the accomplished, by when, and the standards by which an accomplishment is to be evaluated. 

4. Internal accounting controls is the plan of organization and the procedures and records that are concerned with the safeguarding of assets and the reliability of financial records and consequently are designed to provide reasonable assurance that:

a. financial transactions are executed in accordance with management’s general or specific authorization;
b. such transactions are recorded in conformity with generally accepted accounting principles or other applicable criteria and to maintain accountability for assets; 

c. access to assets is permitted only in accordance with management’s authorization, and 

d. the recorded accountability for assets is compared with the existing assets at reasonable intervals and appropriate action is taken with respect to any differences. 
5.
Vulnerability assessment is the methodology and process followed by management to determine the relative susceptibility of the University and campus program, functions, or organizational entities to conscious or unintended abuse, misuse through misappropriation of assets, accounting or reporting errors, or reduced operational efficiency or effectiveness.  A vulnerability assessment may result in taking immediate corrective action or in the analysis of existing activities to identify those areas where a more intensive review should be conducted. 

6.
Internal control review is a detailed examination of specific University activities to determine if adequate and appropriate control measures are in place.   It involves analyzing those vulnerable activities, identified through the vulnerability assessment, which exposes the University to some degree of risk to see if procedures and policy directives associated with each activity are functioning as intended to achieve the objective of that activity.

7.
Internal audit is an independent appraisal activity supported by management to review agency operations as a means of assuring conformance with management policies and the effectiveness of internal control systems.   The internal audit tests the reliability of the internal control systems, identifies material internal control weaknesses, and includes recommendations to improve those controls to promote adherence to prescribed procedures.

8. Internal Control Officer (ICO) is an individual with sufficient authority to act on behalf of the Chancellor/campus president to ensure the implementation and review of the University/campus internal control program.   This individual should have a broad knowledge of University and campus operations, personnel, and policy objectives. 

9.
Internal Control Reviewer is an individual with authority granted by the Internal Control Officer (ICO) to assist and carry out internal control operations as the ICO deems necessary.  

10.
Event cycle is a series of related activities that are performed to accomplish a task, e.g., the personnel cycle includes recruiting, selecting, hiring, testing, training, evaluating, promoting, terminating, retiring, maintaining personnel records, and processing PR-75’s. 

Key Concepts and Basic Principles of Internal Control
1. Internal controls should be geared to and consistent with the successful achievement of the University’s and campus’s mission, objectives, and goals--effectively, efficiently, and economically. 
2. A system of internal control should be an integral part of the overall responsibility of management to safeguard University, campus, and public assets and to continually direct, monitor, and improve operations.  It should not be a separate and distinct system within the University or campus, but the embodiment of all the plans and devices which assure reasonable control over operations. Accordingly, the ultimate responsibility for good internal controls rests with the University’s and campus’s own internal management and not with any external unit.  The same managers who are responsible for day-to-day operations and decision-making are also responsible for ensuring the presence and effectiveness of internal controls within their area of responsibility. 
3. Internal controls are an integral part of the University’s and campus’ policies, procedures, guidelines, programs, practices and operations including, but not limited to, the following:

a. Education and Other Applicable Laws

b. Board of Trustee’s Policies and Regulations
c. Policy Handbook

d. Policy Memoranda

e. Administrative Procedures Manual

f. Master Plan, Interim Progress Reports, and Master Plan Amendments

g. Curriculum Review/Approval Guidelines

h. Collective Bargaining Agreements

i. Budget Development and Execution Processes

· Operating Budget

· Capital Budget

j. Finance Bulletins
k. Chart of Accounts

l. Accounting System 

m. Internal Audit Activity

n. Equipment Inventory System

o. Physical Plant Inventory/Evaluation
p. Various Other Guidelines and Instructions
4. Internal Control Systems:

a. are the responsibility of every manager;
b. are not a new concept;
c. apply equally to programmatic, administrative, and financial activities;
d. form an integral part of normal operations;
e. support and strengthen planning;
f. provide reasonable assurance, not absolute assurance;
g. include cost/benefit (materiality) considerations.*
*As used in these Guidelines, “cost” is taken broadly to mean both the financial measures of resources consumed in accomplishing a specific purpose as well as a measure of lost opportunity, such as a delay in operations, a decline in service levels or productivity, or low employee morale.  A “benefit” is measured by the degree to which the risk of failing to achieve a stated objective is reduced.  Examples of a benefit include increasing the probability of detecting fraud, waste, abuse, or error; preventing an improper activity; or enhancing regulatory compliance. 

Employee Responsibilities for Internal Controls

A general principle applicable to all managers and employees is that they are to have personal and professional integrity and are to maintain a level of competence that allows them to accomplish their assigned duties, as well as understand the importance of developing and implementing good internal controls. Although management is primarily responsible for implementing internal controls, every employee participates in establishing, properly documenting, and maintaining internal controls.
As used in the context of internal control, the terms “management” and “manager” relate to organizational responsibilities and authority, not to collective bargaining agreement definitions. 

1. Management and supervisors are responsible for executing control policies and procedures within their departments by:
a. Maintaining a positive office environment that encourages internal controls.

b. Documenting policies and procedures that are to be followed in performing office functions.

c. Identifying the control objectives for each function and implementing cost-effective controls designed to meet those objectives.

d. Regularly testing the controls to verify they are performing as intended.

INTERNAL CONTROL = MANAGEMENT CONTROL

2. All employees are responsible for complying with internal controls by:
a. Successfully fulfilling the duties and responsibilities established in their job description.

b. Monitoring work to ensure it is done properly and that errors are corrected promptly.

c. Meeting applicable performance standards.

d. Taking all reasonable steps to safeguard assets against waste, loss, unauthorized use, and misappropriation.

e. Adhering to all applicable policies and procedures.

f. Reporting breakdowns in internal control systems to their supervisor or manager.

g. Completing mandatory internal control employee training to increase awareness and understanding.
h. Consulting the internal control website regularly for updates.

SECTION II

SUNY OSWEGO Internal Control Guidelines

Introduction

The New York State Government Accountability, Audit, and Internal Control Act, chapter 814 of the Laws of 1987 requires, among other things, that all state agencies (including SUNY College at Oswego) “Establish and maintain a system of internal controls and a program of internal control review which is designed to identify internal control weaknesses and identify actions that are needed to correct these weaknesses.”  All State agencies are asked to certify annually that they are in compliance with the Act.  The Chancellor will respond on behalf of the University as a whole.  For the Chancellor to certify compliance, each campus president must affirm that the campus has complied with the requirements of the Act.  

The specific objectives of SUNY OSWEGO’s Internal Control Program are as follows:

1. Successful achievement of the campus’s mission, objectives, and goals.

2. Operational effectiveness, efficiency, and economy.
3. Compliance with laws, regulations, policies, procedures, and guidelines.
4. Safeguarding assets:
· prevent or minimize waste, loss, unauthorized use of assets;
· prevent misappropriation of funds;
· maintain a complete inventory of equipment items and verify the accuracy of the inventory by periodic physical inventories. 

5. Accurate recording, preservation, and reporting of financial and other key data.
Tone at the Top
All existing employees and all new hires should be familiar with applicable Federal, State, University, and campus policies and procedures. To communicate this effectively to all employees, a memorandum or “tone at the top” letter from the campus president emphasizes the importance of having good internal controls and assigning the responsibility for such upon each officer and employee. 
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OFFICE OF THE PRESIDENT

TO: The Campus Community

FROM: Deborah E. Stanley, President

In recent years, Oswego State has embraced new statements of mission, vision,
values, and goals. Our core values as a college community reflect and guide the
way we do business on a daily basis. They include respect for one another and
those whom we serve; honesty, integrity, and the pursuit of excellence in all that
we do.

As an agency of New York State, Oswego State is obligated to fulfill the
requirements of the New York State Governmental Accountability, Audit and
Internal Control Act of 1987. This legislation requires the establishment, in each
state agency, of a system of internal controls designed to ensure that we are
operating as efficiently and effectively as possible.

Being good stewards of the resources entrusted to us, and modeling ethical
behavior while meeting our job requirements, are ways that we put these core
values into practice every day. Establishing and then following good systems of
internal control are a means by which we incorporate these values into the fabric
of our departments and offices.

Although we are each responsible for establishing internal control in our units, the
tormal reporting responsibility for reviewing internal controls and providing
information and training about them has been assigned to the Finance and Budget
division. From time to time your unit may be selected for an internal control
review, which will be incorporated into our annual reporting process. To learn
more about internal controls, please review the information on our website at
http://oswego.edu/administration/finance/internal control.html

In closing, I encourage each of you to cooperate fully with our campus internal
control team. They are working very hard to help us enhance our systems of
internal control and ensure that appropriate accountability is achieved.




Internal Control Responsibilities

Responsibilities are divided as outlined below.

· Internal Control Officer and/or Internal Control Coordinator:

1. prepare, issue and maintain campus guidelines,

2. develop campus-specific objectives,

3. evaluate plans for vulnerability assessments and internal control reviews,

4. coordinate development and presentation of campus-wide training programs for staff,

5. monitor progress,

6. review results of vulnerability assessments and internal control reviews,

7. monitor implementation and effectiveness of corrective actions,

8. report progress and status to senior campus management.

· Vice Presidents of organizational units:
1. ensure that Deans/Directors/Department Chairs are motivated and trained to accomplish their assignments (participation in the internal control program may appropriately be reflected in the individual performance program and evaluation);
2. review and analyze the results of internal control reviews;
3. ensure significant weaknesses in controls are corrected;
4. ensure that additions and changes to rules, procedures, systems, etc. within their division include proper controls.

· Deans/Directors/Department Chairs:

1. establish an atmosphere in the workplace that is supportive of internal controls;
2. complete and submit vulnerability assessments and assist with internal control reviews;
3. oversee improved controls when a need is identified; 

4. maintain documentation of controls, vulnerability assessments, internal control reviews, and improvements.

The Internal Control Department holds the primary responsibility in the internal control review process. This responsibility includes creating and distributing vulnerability assessments, planning and scheduling internal control reviews, assigning responsibilities to personnel who will conduct the actual review, examining internal control review results, preparing summary reports for Vice Presidents, and monitoring implementation of corrective action.
Documentation

Documentation is to be maintained for all activities conducted in connection with vulnerability assessments, internal control reviews, and follow-up actions.  At a minimum, the documentation should show the personnel involved, the key factors considered, the evaluation methods used and the conclusion reached. 

Documentation must be of sufficient detail to permit effective supervisory review, as well as oversight review.  Independent reviewers should be able to examine and understand the documentation and determine how the original campus reviewers reached their conclusions. 

An Overview of the Internal Control Evaluation and Review Process

SUNY Oswego’s internal control evaluation and review process adheres to accepted standards of internal controls by analyzing:
· Key goals of the function - the most basic or fundamental reasons for the organization’s existence and where its efforts and resources should be focused (e.g. what it is designed to achieve).  
· Techniques used to achieve the function’s goal - the methods, procedures, reviews, authorizations, certification requirements, etc. by which the organization achieves its goals (e.g., explaining the procedures which are followed to achieve the goal and the checks and balances which are employed to assure appropriate performance). 

· Methods of evaluating the function’s adequacy of control procedures - techniques used to determine if controls are appropriate, followed, and achieve the desired results (techniques may include observation, discussion, evaluation, and testing of specific controls). 

· Weaknesses that might impede the function from achieving its goal - the range of possible breakdowns in the operation which might allow something to go awry by making an honest appraisal of the function’s strengths and weaknesses. Determine where weaknesses may exist and be creative in envisioning mistakes and the potential for intentional wrongdoing (weaknesses may merely be the absence of a review by other staff or a cross-check with other data, or they may be the lack of a procedure to confirm that specific goals are achieved).  
· Action plans to correct weakness/improve controls over the function - assessment of steps which should be taken to eliminate weaknesses identified.  Any action should be responsive to the problem but workable and, more importantly, cost-beneficial (the cost of correcting the weakness should not outweigh the benefits to be gained).  

The Internal Control Evaluation and Review Process: Step-by-Step
STEP 1: Segment the campus into assessable units, dividing areas by function.
STEP 2:
Schedule and conduct a campus vulnerability assessment (VA). The VA is a general review of the susceptibility of a function to errors, irregularities, unauthorized use, or inappropriate program results.  It is used to determine the likelihood that something could go wrong and to evaluate the seriousness of those consequences. The VA is intended to provide an agency with the following:

a. a road map for what functional areas should get priority attention from management because of the nature, sensitivity, and importance of the function’s operations;

b. a preliminary judgment from managers about the adequacy of existing internal control techniques to minimize or detect problems; and

c. an early indication of where potential internal control weaknesses exist which should be corrected. 
As a general rule, to properly assess the current level of risk associated with a function, the vulnerability assessment should address such factors as:

a. the attitude of management toward maintaining effective internal control systems;

b. the technical or administrative complexity of the operation;

c. the existence of adequate organizational charts, lines of communication, and clear designation of work assignments;

d. demonstrated adherence to prescribed policies and procedures;

e. the fiscal implications of the program, including the size of the budget and the extent to which the function involves the handling of cash receipts or the approval of contract or grant funds;

f. the sensitivity of the program and the extent to which program decisions can be influenced by external sources, time constraints, or conflicts of interest on the part of agency officials;

g. the professional training and technical proficiency of staff needed to correctly perform the function.

STEP 3:
Analyze results of the VA and assign units a ranking of high, moderate, or low risk. Schedule internal control reviews of high and moderate risk units on a priority basis according to the level of risk: those at high risk are reviewed on a three-year cycle; those at moderate risk on a four-year cycle; and those of low risk are monitored to ensure risk is controlled and managed.   
STEP 4: Work with Deans/Directors/Department Chairs to conduct internal control reviews using templates prepared by SUNY or through internal documents developed by the SUNY Oswego Internal Control Department. Internal control reviews can take a variety of forms including observing if staff performs the function properly, discussing with staff how the function is performed and if those steps are reasonable, examining documents and procedures followed by staff to determine if they are adequate and complete, and evaluating and testing actual work products to confirm that procedures are being followed and that the results are consistent with planned program outcomes. The nature of the internal control review will vary depending on the significance and complexity of the function being reviewed, the level of identified risk, and the controls in place.  The greater the potential vulnerability, the greater the need for probing internal controls and, therefore, the greater the need for regular and more frequent evaluation.
STEP 5:
Prepare summary reports detailing outcomes of the internal control review including weaknesses identified and suggestions for improved controls or best practices. Share the summary report with Vice President, Deans, Directors, and Department Chairs. Follow up after a predetermined period to assess corrective actions taken and document policy compliance. 
SECTION III

Reporting Compliance Concerns and Fraud

We are all responsible for creating and maintaining a compliance-conscious environment. This includes asking questions if you’re not sure what to do and raising concerns if you see something you don’t think is right. Early recognition of a problem can prevent something small from becoming something big. 

Report violations and waste to your Department Chair/supervisor or contact the Internal Control Officer or the IC Coordinator. 

You may also report fraud—confidentially and anonymously—by calling the Internal Control Hotline at x1200 on campus or 315.312.1200 off-campus or by reporting your concerns to one of the following:

· your supervisor

· the Internal Control Officer or the IC Coordinator

· University Police

· the SUNY Fraud Hotline
(518) 320-1593

SECTION IV

Attachments

Attachment A
INTERNAL CONTROL DEPARTMENT ORGANIZATIONAL CHART
· Internal Control Officer

Victoria L. Furlong

Interim Vice President for Administration and Finance
705 Culkin Hall

315.312.2222
victoria.furlong@oswego.edu
· Internal Control Coordinator

Angela Galvin

Administrative Assistant to the Vice President

Division of Administration and Finance

705 Culkin Hall

315.312.2222

angela.galvin@oswego.edu
· Internal Control Review Team

Victoria Furlong, Interim Vice President for Administration and Finance
Angela Galvin, Administrative Assistant to the VP

Karen Hurd, Purchase Associate

Richard Merritt, Assistant Purchase Associate

John Trombly, Payroll Director

Lisa Vinciguerra, Assistant Director of Student Accounts

Becky Waters, Director of Accounting

Campus Technology Services representative - TBD
· Internal Control Campus Committee

Rodrick Andrews, Director of Financial Aid

Shaun Crisler, Assistant Vice President for Residence Life and Housing

Victoria Furlong, Interim Vice President for Administration and Finance
Angela Galvin, Administrative Assistant to the VP

Karen Hurd, Purchase Associate

Cathy Johnston, Assistant to the Provost

Melissa Maldonado, Director of Finance, Oswego College Foundation, Inc.

Richard Merritt, Assistant Purchase Associate

David Pippin, Information Technology Project Manager

Amy Plotner, Assistant VP for Human Resources

Daniel Roberts, Director of Campus Life

Mark Slayton, Asst VP of Alumni & Development Finance, Operations and Technology

John Trombly, Payroll Director

Lisa Vinciguerra, Assistant Director of Student Accounts

Becky Waters, Director of Accounting

Campus Technology Services representative - TBD
Attachment B
LIST OF HIGH-RISK ASSESSABLE UNITS FOR REVIEW
Assessable units subject to internal control review include but are not limited to the following areas considered high risk by either the state Comptroller’s Office or SUNY System:
· Office of the State Comptroller (OSC) Advisory 28 Accounts Payable Certification
· Travel Related Disbursements
· Non-Travel-Related Disbursements
· Contracts Requiring Electronic Payments
· Procurement Card Purchases
· Evidence and Records Retention Supporting Payments
· Receiving Process
· Purchasing Process
· Voucher Certification / Authorizers
· System Access Controls

· SUNY System Mandated
· Computer Operations

· Disaster Planning & Recovery

· Financial Aid

· General Control Environment

· Personnel & Payroll

· Procurement

· Property Control
· Revenue / Cash Management (Remote Cash Collection)

Attachment C
SAMPLE QUESTIONS FROM THE VULNERABILITY ASSESSMENT
Departmental Structure, Goals & Objectives, and Employee Responsibilities and Evaluation:
· Describe the main function(s) of your department.

· Indicate the number of staff in your department.

· Have there been significant changes in the department's staff size or large personnel turnover within the last year?

· Are department deadlines met?

· Does your department have an organizational chart showing the reporting relationships and lines of authority and is it reviewed and updated annually, as well as whenever personnel changes occur?

· Does campus administration (VP/Provost) define goals and objectives for your department?

· How often do you meet with your direct supervisor(s) to discuss departmental goals and current objectives?

· Are the department's goals and objectives periodically reviewed and updated to ensure they align with SUNY Oswego's Strategic Plan?

· Are goals and objectives within the department clearly defined and understood by all staff?

· Are there obstacles or conditions -- internal or external -- that might prevent your department from reaching its goals and objectives over the next five years? 

· Are the policies and procedures your department is responsible for on file, reviewed and updated as necessary, and communicated to departmental staff?

· Do written job descriptions and responsibilities exist for each function conducted within the department, and have these job descriptions/responsibilities been communicated to departmental employees?

· Are job descriptions/responsibilities reviewed periodically to ensure they properly reflect changes, new responsibilities, and cover all functions of the department? Are employee goals and objectives tailored to help advance the employee's career progression?

· Are duties adequately segregated between employees so that one individual cannot control all aspects of a function?

· Do you have any functions that can only be performed by a specific employee within the department? If yes, who (if anyone) performs these functions during employee absence?

· Has a performance evaluation been completed for all departmental employees in the last 12 months?

· Do these evaluations objectively measure the employee's achievement of the goals and objectives as outlined in their performance program, including strengths and areas of improvement?

· Has your department prepared a succession plan? 
Departmental Training, Professional Development, and Communication:
· Do new employees receive training relative to their position upon hire?

· Is periodic training provided to keep employees up-to-date on new policies and procedures which affect the department and/or the institution and to ensure adequate skill sets are maintained?

· Are employees encouraged to seek professional development opportunities both internally (cross-training) and externally (conferences, training seminars)?

· For positions that require a license or certification, is a system in place to monitor expiration dates and notify employees when licenses/certifications need to be updated or renewed?
· Are staff meetings held regularly to provide pertinent information to employees and offer a venue for raising questions, addressing concerns, or sharing opportunities for improvement with management?

· Is there an open-door policy in your department that allows employees to freely communicate with management?
Information Security:
· List all confidential records/documents kept on file in your department (e.g., SS#, DOB, medical information, financial information, grades) and the file format for each type of document (e.g., hard copy, digital).

· Are confidential records/documents stored in a secure location?

· Do confidential records/documents get shared with others within or outside of SUNY Oswego?

· Do confidential records/documents get transferred to another location after a period of time (i.e., long-term secure storage)?

· Does the department have and adhere to a records retention policy? How long are records maintained in the department?

· Are documents shredded or otherwise destroyed when they are no longer needed? Upon whose authority are data/documents destroyed?
Workplace Safety:
· Have you reviewed the institution's Emergency Response Plan (ERP) and has pertinent information from the ERP been shared with staff?

· Is there an emergency evacuation map posted within your department and if not, do you know where the closest emergency evacuation map is located?

· Is there a fire extinguisher in your work area and if not do you know where the closest fire extinguisher is located?

· Are emergency telephone numbers posted and easily accessible to staff members in case of an emergency?

· Are chemicals used or stored within your work area(s)?

· Does your department have an alarm system?

· Does your department have written procedures for handling robbery or theft within the department?

· Are employees trained regarding robbery, theft, and other emergency procedures?

· To the best of your knowledge, have there been any incidents of fraud, computer abuse, employee sabotage, or missing data reported in your department within the past 2 years?
Financial Management and Remote Cash Controls:
· Does your department collect revenue -- cash, checks, credit card transactions -­ for goods or services provided (e.g., events, training, rentals, materials)?

· Does your department have the ability to accept credit card payments?

· Does your department have a copy of the Campus Cash Procedures and has this document been shared with all employees involved in the revenue collection process (i.e., billing, collection, and record-keeping)?

· Is a receipt provided for all cash transactions?

· Are cash and checks collected stored in a secure location (such as a safe) between deposits?

· Does your department maintain its own billing and accounting system for revenue tracking purposes?

· Are responsibilities for billing, collection, and record-keeping appropriately segregated among employees (i.e., the individual receiving payments is not also making deposits)?

· Are deposits made on at least a weekly basis and traced through Business Intelligence (Bl) to confirm accuracy?
· Does your department maintain any of the following types of accounts: start-up cashier funds, a fund for making change, a departmental petty cash fund? 

Asset Protection:
· Does your department have an Assigned Key Log on file with Facilities and Maintenance Operations and is this log kept current and up-to-date?

· Are gas cards issued to staffers within your department?

· Does your department maintain an inventory (this may include items such as supplies, equipment, promotional items, etc.), and is a physical inventory count performed?

�  It is recognized that the operation of a campus involves a dynamic interaction between all of its programs and the organizations that play a part in meeting the campus’ mission.   Therefore, the development of an efficient and effective internal control program should account for this interaction and, at the discretion of the campus, may include part or all of these organizations’ operations. 
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