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Definitions - SaaS
● Software as a Service (SaaS) - is a software licensing 

and delivery model in which software is licensed on a 

subscription basis and is centrally hosted in the cloud. 

(Ex - Google Apps for Education, D2L, AEFIS, CampusLogic, 

etc.)



Definitions - 3rd party apps
● Third party applications - standalone programs or they 

can be small plugins that add functionality to an existing 

parent program. 

○ Examples - Blackboard Ally, AEFIS, ALEKS, 

AccountingMaster, Hypothesis, iClicker

● DLE - Digital Learning Environment, SUNY is moving 

from Blackboard to Desire 2 Learn (D2L) Brightspace



Definitions - Accessibility
● Digital Accessibility is a 

cornerstone of Oswego’s 
commitment to DEI. We are 
committed to meeting our: 
○ Legal requirements 

(WCAG and ADA)
○ Accessibility goals:

■ proactive
■ Social justice



Definitions - Security & Privacy
Security is about the safeguarding of data, whereas privacy is 
about the safeguarding of user identity. The specific differences, 
however, are more complex, and there can certainly be areas of 
overlap 
● Security refers to protection against the unauthorized access 

of data. We put security controls in place to limit who can 
access the information.

● Privacy is harder to define, in part because user-specific 
details can also be secure data. In the coming month, we will 
have a blog with more information on Personally Identifiable 
Information (PII)



Applications @ SUNY Oswego
Implementing Cloud Technologies @ SUNY Oswego
(https://www.oswego.edu/cts/sites/www.oswego.edu.cts/files/oswego_cloud_may_2016.pdf)

● What are the requirements of the application?
● Does it fit into our Technical Architecture?

○ must work with our technical building blocks (i.e. Banner, 
D2L, Google Apps for Education, Single Sign-On (SSO))

● Procurement regulations
● Do we have the resources to implement (purchase price, 

maintenance, staffing) and will we receive VALUE from the 
investment?

Is it worth pursuing?

https://www.oswego.edu/cts/sites/www.oswego.edu.cts/files/oswego_cloud_may_2016.pdf


New Applications - Procurement
How much will it cost? What are the laws to procure?

● Scope? Do we need a business case analysis? 
○ Will we need an RFP to procure? 
○ Will it change the way a department does business?
○ What resources will be required? How long will 

implementation take? Will extensive communication and 
training be required?

● AEFIS, Slate, CampusLogic, ThankQ required business 
cases



New Applications - 3rd Party 
tools
Implementing Cloud Technologies @ SUNY Oswego

● Lower cost applications receive the same analysis but 
with reduced scope 
○ Example - only need an operational plan & project 

plan for TIP grants, but we still do the legal, security, 
privacy and accessibility checking

https://www.oswego.edu/cts/sites/www.oswego.edu.cts/files/oswego_cloud_may_2016.pdf


Accessibility Requirements
● Accessibility of an application is determined by the 

ability of the application to meet the Web Content 
Accessibility Guidelines (WCAG 2.0).

● Ability to meet those requirements is based on a 
vendor’s Voluntary Product Accessibility Template 
(VPAT) submission, and then testing of the applications 
functionality against the VPAT and WCAG 



Security and Privacy
● Privacy is governed by our data classification 

categories:
○  Protected Information, Confidential, Sensitive & 

Directory
● Security is governed by:

○ SUNY Security Policy (SUNY Policy 6900)
○ Information Security Guidelines; Campus Programs 

& Preserving Confidentiality (SUNY Document 6608)
● SUNY is going to start using the Higher Education 

Community Vendor Assessment Toolkit (HECVAT)



Legal Requirements
Federal Laws

Family Educational Rights and Privacy Act (FERPA)
Health Insurance Portability and Accountability Act (HIPPA)
Gramm-Leach-Bliley Act (GLBA)
Federal Trade Commission Safeguards Rule
Homeland Security and Antiterrorism Act

State laws
Freedom of Information Act
Information Security Breach and Notification Act
Disposal of Personal Records Law
Personal Privacy Protection Law
Electronic Signatures and Records Act
Information Security Policy
SUNY University Policy
New York State Police Information Network Act

Other Compliance Requirements
Payment Card Industry Data Security Standard (PCI-DSS)
Payment Application Data Security Standard (PA-DSS)



Legal 
All IT contracts require Exhibit A & Exhibit A-1, which 
outlines:
● Data and Privacy components
● data ownership
● use of data
● data center security standards (SAS-16A attestation 

audit)
● incident and breach responsibilities
● removal of data at the end of contract



The DLE
● SUNY has over 500 3rd party app requests
● ~150 unique applications
● SUNY Oswego has 36 3rd party applications in the DLE
● SUNY is implementing the DLE in a unique single 

instance, multi-tenant environment - everything goes 
through SUNY.
○ SUNY has more control in this which will assist 

campuses with fewer resources
○ Implementation will take longer, because not many 

of the 3rd party applications are designed this way. 
New APIs have been required throughout.



Evaluating 3rd party applications
SUNY is implementing a new process inside the DLE which will 
evaluate all 3rd party applications.
● Accessibility team evaluates Accessibility and VPATs. 

Determines risk and our ability to mitigate the risk.
○ Based on UBuffalo’s procurement policy

● Security team is evaluating Security and Privacy around 
HECVAT analysis. 

● The goal is to share the campus and System work and 
streamline our analysis.

● At this point, all 3rd party applications are being installed and 
then evaluated. In time, we may need to go back and 
mitigate risk



Working together

● The goal is to share the campus and System work and 
streamline our analysis.

● At this point, all 3rd party applications are being 
installed and then evaluated. In time, we may need to 
analyse the tools and determine how we will mitigating 
the risk. 
○ This will be necessary for accessibility
○ Security is being held to a higher standard to begin 

with



Questions/Comments


